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2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TR 41.001: "GSM Specification set".

[3]
IETF RFC 3871: "Operational Security Requirements for Large Internet Service Provider (ISP) IP Network Infrastructure".
[aa]
3GPP TR 33.926: "Security Assurance Specification (SCAS) threats and critical assets in 3GPP network product classes".

*******************END OF CHANGE***********************

*******************START OF CHANGE***********************

4.2
Security functional requirements and related test cases

4.2.1
Introduction
*******************END OF CHANGE***********************

The present clause describes the security functional requirements and the corresponding test cases, independent of a specific network product class. In particular the proposed security requirements are classified in two groups: 

· Security functional requirements deriving from 3GPP specifications and detailed in clause 4.2.2

· General security functional requirements which include requirements not already addressed in the 3GPP specifications but whose support is also important to ensure a network product conforms to a common security baseline detailed in clasue 4.2.3.

*******************START OF CHANGE***********************

4.2.3
Technical baseline

4.2.3.1
Introduction
*******************END OF CHANGE***********************

The technical baseline is a generic set of security requirements to be fulfilled by all network products.

In particular these requirements counter the security threats and objectives identified in the TR 33.926 [aa] and they basically aim to guarantee the network product confidentiality, integrity and availability.

*******************START OF CHANGE***********************

4.3
Security requirements and related test cases related to hardening

4.3.1
Introduction
The requirements proposed hereafter (with the relative test cases) aim to securing a network product by reducing its surface of vulnerability. In particular the identified requirements aim to ensure that all the default network product configurations (including operating system software, firmware and applications) are appropriately set.

*******************END OF CHANGE***********************

